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IMPROVED CUSTOMERS’ PRIVACY PREFERENCE POLICY

Ran WEI Justin  ZHAN
Synopsis:

Companies tend to collect more and more data about their customers. This data is seen as useful for the
company, however, often customers do not wish to share. Methods such as P3P for verifying a company’s
privacy policy are available but these do not provide much choice to the customer; they provide an all-or-nothing
selection.

In this paper, we explore a privacy preference policy approach which attempts to give customers more
choices to make decisions by themselves on disclosing private information, and also prod online companies to be
more careful on their collection of customers’ private information.
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<ENTITY>
<DATA-GROUP>
<DATA ref="#business.name" >Big Foot </DATA>
<DATA ref= "#business.contact-info.postal.country"
>Japan </DATA>

</DATA-GROUP>
<EXTENSION optional="yes">
<ENTITYID> </IN7¢Z 1 /></ENTITYID>
</EXTENSION>
</ENTITY>
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<appel:RULE behavior="limited” description="2%4 Web % 1
ARG EICLBED 2 MR Z RO TN DT >
<p3p:POLICY appel: connective="and">
<p3p:ENTITY>
<p3p:EXTENSION optional="yes">
< p3p:ENTITYID>
<p3p:/hic¥E1 />
< /p3p:ENTITYID>
</p3p: EXTENSION >
</p3p:ENTITY>
<p3p:STATEMENT appel:connective="and">




<p3p:PURPOSE appel:connective="or">
<p3p:contact/>
<p3p:telemarketing/>
<p3p:other-purpose/>
</p3p:PURPOSE>
<p3p: DATA-GROUP>
<p3p: DATA>
<p3p: CATEGORIES>
<p3p: health/>
</p3p: CATEGORIES>
</p3p: DATA>
</p3p: DATA-GROUP>
</p3p:STATEMENT>
</p3p:POLICY>
</appel:RULE>
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<STATEMENT >
<PURPOSE>
<current/><admin/> <telemarketing/> <individual-
analysis/>
</PURPOSE>
<RECIPIENT>
<ours / > <same / > <delivery / >
</RECIPIENT>
<DATA-GROUP>
<DATA ref=" #shoe.size” / >
<DATA ref=" #shoe.gender” / >
</DATA-GROUP>
</STATEMENT >
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<appel:RULE>
<p3p:POLICY>

< p3p:STATEMENT>

<p3p:PURPOSE>
<p3p:admin/><p3p:develop/><p3p:current/>

<p3p:/PURPOSE>
<p3p: RECIPIENT >

<p3p:ours/> <p3p:same/>
</p3p: RECIPIENT >
<p3p:DATA-GROUP>
<DATA ref=" #shoe.size” | >
<DATA ref="#shoe.gender” / >
</p3p:DATA-GROUP>
< /p3p:STATEMENT>
</p3p:POLICY>
</appel:RULE>
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P ={current admin telemarketing
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A ={admin develop current}
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individual-analysis}
Ad

@O “always” > “opt-out”> “opt-in”;
@ “indefinitely” > “business-practices” >
"legal-requirement” > “stated-purpose” ;
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<DATA ref="user.home-info">
<CONSENTREQUEST method="httpheader”
headername = "consent”>
<DATAREQUIRED certificate="X.509"
algorithmtype="RSA” minkeylength="128">
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</DATAREQUIRED>
</CONSENTREQUEST>
</DATA>
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<STATEMENT >
<EncryptedData
Type=http://www.w3.0rg/2001/04/xmlenc#Element,
Xmins="http://www.w3.0rg/2001/04/xmlenc#>
<CipherData>
<CipherValue>Akd67emD...< /CipherValue >
</CipherData>

</EncryptedData>
</STATEMENT >
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